Research and Engineering Development LLC (RED-INC)
Operational Security (OPSEC) Plan

Purpose
To provide policy, responsibilities, management structure and guidance for employees of RED-INC, in implementing an effective OPSEC plan.

Scope
The provisions of this plan apply to activities of RED-INC, including its subcontractor support, unless the Navy directs a more restrictive plan.

Background
OPSEC is a critical component of our activities. The practice of good OPSEC prevents inadvertent compromise of critical or classified information, activities, capabilities, or intentions of systems which we develop and users we support.

OPSEC is one of three components that maintain the secrecy essential to users fulfilling their missions. Agency particular security programs and counterintelligence activities are the other two components. The difference between these elements cannot be understated. OPSEC is not a security function, it is an operations function.

The OPSEC process identifies and controls critical information that indicates intentions, capabilities, and activities of our supported users.

Agency particular security programs deny classified information to adversaries. These programs include but are not limited to: physical, personnel, and information security.

Counterintelligence programs support both agency specific security and OPSEC programs by identifying intelligence threats and methods of unauthorized individuals.

By properly applying OPSEC, we can help ensure that the effectiveness of fielded systems is not degraded by improperly protecting critical information.

Responsibilities
Operational security is the responsibility of all employees, not just employees who hold a security clearance. For this plan to be successful, the following responsibilities are to be incorporated as a normal part of each person’s duties:

All Personnel: Ensure individual compliance with the RED-INC OPSEC Plan or, when provided, the program-specific OPSEC Plan. When traveling to other activities, the OPSEC Plan at the host activity will be followed. If conflict arises between the protection requirements contained in the RED-INC, program-specific or host activity OPSEC plans, the most restrictive guidance will be followed until the matter can be addressed. Employees must notify their sponsor or the Facility Security Officer (FSO) and complete a Preliminary Security Violation / Compromise Report if they see suspicious or illegal activity 

Department Director: Department Directors are responsible for implementing the RED-INC OPSEC Plan within their respective departments. This typically can be accomplished by:

(1) Reviewing each Request for Proposal (RFP), Request for Quote (RFQ), or other implementing mechanism for OPSEC requirements. OPSEC requirements may be imposed by reference or direct inclusion appropriate Federal Acquisition Regulation (FAR) and Defense Federal Acquisition Supplement (DFARS) clauses in the initiating document.

(2) When necessary, requiring subcontractors to provide a formal, published OPSEC Plan. This is accomplished by having the subcontractor deliver, as a partial fulfillment of the Contract Data Requirements List (CDRL), an OPSEC plan fully compliant with the RED-INC OPSEC Plan, OPNAVINST 3432, program-specific OPSEC Guide (if furnished) and in the format outlined in the Data Item Description. The subcontractor’s plan must protect critical information in a manner commensurate with the RED-INC or program-specific OPSEC Plan. Deviations from the government provided OPSEC guides, which result in a lower level of protection for critical information, must have government approval before implementation.

(3) Requiring subcontractors to adhere to the RED-INC OPSEC Plan while in RED-INC controlled spaces. Additionally, subcontractors will, when traveling in support of RED-INC programs, be required to follow the RED-INC plan or the OPSEC plan at the host activity. If a conflict arises between the protection requirements contained in either the RED-INC, program-specific, or host activity OPSEC Plan, the most restrictive guidance will be followed until the matter can be addressed.
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General
The OPSEC process consists of five distinct actions:

(1) Identification of Critical Information
(2) Analysis of Threat
(3) Analysis of Vulnerability
(4) Assessment of Risk
(5) Application of Appropriate OPSEC Measures

These actions are applied in a sequential manner and are subject to change. To accommodate this process, the following terms require explanation:

Critical Information: Specific facts about friendly intentions, capabilities, and activities vitally needed by unauthorized individuals for them to plan and act effectively to guarantee failure or unacceptable consequences for friendly mission accomplishment.

OPSEC Indicators: Friendly detectable actions and open-source information that can be interpreted or pieced together by an adversary to derive critical information.

OPSEC Vulnerability: A condition in which friendly actions provide OPSEC indicators that may be obtained and accurately evaluated by an adversary in time to benefit them.

Critical Information
RED-INC may be tasked by numerous government agencies and activities both DoD and non-
DoD affiliated, to perform engineering, design, development, acquisition, integration, installation, testing and life cycle support tasks relating to human engineering applications. The support we typically provide includes design, development, integration, test and evaluation, installation, certification, maintenance, logistics, and life cycle support of numerous platforms.
These include shipboard, shore based (fixed, transportable, mobile), airborne, and hand-held systems.

Historically, RED-INC has provided this support to the Naval Air Warfare Center Aircraft
Division, Patuxent River, MD and the information dealt with may be considered critical information. Additionally, critical information may be revealed when an unauthorized individual could obtain:

· Production and delivery rates of systems that provide users with a previously undisclosed or unknown capability.
· Details of experimental devices or new and unusual testing or operating techniques.
· Equipment operating frequencies, parameters, specifications and counter or counter- countermeasure capabilities.
· Mission related readiness.
Because of the diverse nature of our users, what is determined as critical information for one activity is not necessarily critical information for others. As such, the determination of what actually constitutes critical information will be made on a case-by-case basis at the time new work or task orders are received.

Analysis of Threat
Critical information is subject to exploitation by a number of traditional activities such as hostile intelligence services of foreign countries, intelligence services of countries not traditionally thought of as hostile, and foreign and domestic industrial firms; and non-traditional activities such as activist groups and individuals (political, social, environmental), terrorist organizations, organized criminal enterprises, and self-appointed “watch-dog” groups and individuals who have no statutory authority or responsibility.

All of these activities have the ability to obtain or share critical information which was obtained by one or more of the following means:

Signals Intelligence (SIGINT): Information derived from intercepted communications, radar, and telemetry. Overseas telephone and fax transmissions are routinely analyzed by the intelligence services of many foreign governments.

Imagery Intelligence (IMINT): Information derived from overhead and ground-based image processing systems.

Measurement and Signature Intelligence (MASINT): Technically-derived intelligence data other than SIGINT and IMINT. It employs a broad range of disciplines including nuclear, optical, radio frequency, acoustic, seismic, and materials sciences. An example of MASINT might be the distinctive RF signature or “fingerprint” of a transmitter.

Human-source Intelligence (HUMINT): The oldest method of intelligence collection obtains its information by placing operatives in close proximity to a targeted asset.

Open Source Intelligence (OSINT): The exploitation of publicly available information which appears in electronic or printed form. Some of the forms in which critical information may appear and be vulnerable to OSINT exploitation are Commerce Business Daily (CBD) Announcements, RFPs, press releases, unclassified contract information which is not exempted from the Freedom of Information Act (FOIA), Visit Authorization Requests, Technical Reports, schematics, electronic mail, and internet publishing (home pages).

Analysis of Vulnerability
The greatest threat to the protection of critical information is the improper utilization of Security
Classification Guides (SCGs). SCGs contain requirements that, when properly applied, ensure that critical information is classified at a level commensurate with its sensitivity. Improper application of these guides may compromise information which should be afforded the protection associated with classified information by not being in the required accountability and control channels.
Additionally, improper declassification of classified information may subject critical information to compromise by placing it in direct contact with an OSINT program of an unauthorized individual or group.

It is important to note that classifying information at a level which is not warranted increases program costs, decreases operating efficiency and diminishes appreciation for the sensitivity of information that requires the protections of classified information.

Material containing critical information is subject to greatest vulnerability when it is no longer in the control of an authorized individual. This generally occurs when documents are created, transferred, stored, or discarded.

Assessment of Risk
The risk assessment is the process of evaluating the risks to information based on susceptibility to intelligence collection and the anticipated severity of loss. It involves assessing the adversary’s ability to exploit vulnerabilities that would lead to the exposure of critical information and the potential impact it would have on the mission. Determining the level of risk is a key element of the OPSEC process and provides justification for the use of countermeasures. Once the amount of risk is determined, the cost, time, and effort of implementing OPSEC countermeasures to mitigate risk must be considered. Factors to consider include: 

(1) The benefit and the effect of the countermeasure on reducing risk to the mission.
(2) The cost of the proposed countermeasure compared with the cost associated with the impact if the adversary exploited the vulnerability. 
(3) The possibility that the countermeasure could create an OPSEC indicator.

Due to the nature of OPSEC assessing risk is not static and changes with current trends.  

Application of OPSEC Countermeasures
To minimize the threat posed by SIGINT, the following OPSEC measures are directed:

· TEMPEST vulnerability assessments or surveys will be completed on required systems.
· Transmission of critical information to overseas locations will be encrypted using U.S.
Government approved Type I encryption devices whenever possible.

To further reduce the threat posed by IMINT, MASINT, and HUMINT the following OPSEC measures are directed:

· To the maximum extent possible, all integration, testing and systems operations will be conducted within closed laboratories or facilities.
· Testing and operations of specialized communications/electronics equipment will use shielded enclosures or government in-house transmitters whenever possible. This will prevent “RF fingerprinting” and identification of some fielded systems.
· All facilities will have access or control policies and procedures to prevent unauthorized individuals from gaining access.
· All facilities will be protected by intrusion detection systems. The sophistication of these systems will be dependent upon the sensitivity of the materials or activities that take place in the facility.

To minimize the potential exposure of critical information to exploitation by OSINT, it is directed that SCGs be referenced or provided for each project which requires access to classified information.

Classified information may be exempt from automatic declassification by the appropriate agency head if the release of such information should clearly and demonstrably be expected to: 

(1) Reveal the identity of a confidential human source, a human intelligence source, a relationship with an intelligence or security service of a foreign government or international organization, or a nonhuman intelligence source; or impair the effectiveness of an intelligence method currently in use, available for use, or under development;
(2) Reveal information that would assist in the development, production, or use of weapons of mass destruction;
(3) Reveal information that would impair U.S. cryptologic systems or activities;
(4) Reveal information that would impair the application of state-of-the-art technology within a U.S. weapon system;
(5) Reveal formally named or numbered U.S. military war plans that remain in effect, or reveal operational or tactical elements of prior plans that are contained in such active plans;
(6) Reveal information, including foreign government information, that would cause serious harm to relations between the United States and a foreign government, or to ongoing diplomatic activities of the United States;
(7) Reveal information that would impair the current ability of United States Government officials to protect the President, Vice President, and other protectees for whom protection services, in the interest of the national security, are authorized;
(8) Reveal information that would seriously impair current national security emergency preparedness plans or reveal current vulnerabilities of systems, installations, or infrastructures relating to the national security; or 
(9) Violate a statute, treaty, or international agreement that does not permit the automatic or unilateral declassification of information at 25 years.

Critical information, whether in printed or electronic form, will have the following distribution statement at the bottom of the page, on the front cover (or the first page if no cover exists), centered, and in the same size and print as the majority of the print of the rest of the page:

“Distribution authorized to U.S. Government Agencies and their Contractors, Administrative or Operational Use, 08 February 1993, other requests for this document shall be referred to: (Insert name and address of the Cognizant Government Activity).”

Unclassified documents containing critical information shall be stored in the most secure manner available that incurs no additional cost to the government, RED-INC or the subcontractor. These documents may be left in unlocked desks or file cabinets provided the facility has an acceptable access control and physical security policy. These documents shall have the additional caveat of “destroy by any means which will prevent reconstruction.”

Access to critical information shall be limited to those individuals who have been briefed on
OPSEC procedures and require a need for the information. Critical information will not be left in an unsecure area where unauthorized individuals may have access.

Classified documents containing critical information will be stored in accordance with existing policies for controlling classified information. Destruction of classified material containing critical information will be in accordance with the policies and procedures for disposition of classified material.

CRITICAL INFORMATION WILL NOT BE RELEASED TO ANY ACTIVITY UNLESS A VERIFIED OPSEC PLAN IS IN PLACE.
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